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The ayes have it, Senate A is adopted.

Senator Handley.
SENATOR HANDLEY:

If there’s no objection, Mr. President, I would
ask that this bill be put on the Consent Calendar.
THE CHAIR:

Is there any further discussion on Senate Bill
795 as amended by Senate A?

If not, there is a motion on the floor to place

this item on the Consent.

Without objection, so _ordered, ma’am.

Mr. Clerk.
THE CLERK:
Calendar page 37, Calendar Number 516, File

Number 753, Substitute for Senate Bill 838, AN ACT

CONCERNING CONSUMER PRIVACY AND IDENTITY THEFT,

favorable report of the Committee on General Law,

003989

Judiciary, and Appropriations. Clerk is in possession

of amendments.
THE CHAIR:
Senator Colapietro.
SENATOR COLAPIETRO:
Thank you, Mr. President. I move the Joint

Committee’s favorable report and passage of the bill.
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THE CHAIR:

Acting on approval and passage of the bill, sir,
would you like to remark further?
SENATOR COLAPIETRO:

Thank you, Mr. President. Mr. President, the
Clerk is in possession of LCO Number 8433. I would
call the amendméht and ask to summarize.

THE CHAIR:

Mr. Clerk.

THE CLERK:

LCO 8433, which will be designated as Senate

Amendment Schedule A, it is offered by Senator

Colapietro of the 31lst District, et al.
THE CHAIR:

The Senator has asked for permission for
summarization.

Seeing no objection, please proceed, sir.
SENATOR COLAPIETRO:

Thank you, Mr. President. I move the amendment.
THE CHAIR:

Please proceed.
SENATOR COLAPIETRO:

This amendment is technically a clean-up

amendment and basically we passed this original bill
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last year already as a companion bill, which I call
it, to the bill that we had passed before on the
identity theft. This is the Governor’s bill which
reaches a little farther than the last bill did, and
the most important thing, I think, on this amendment
was to bring in ~-- to establish a fund, so that you
qould have some -- fines and things, put it into a
designated fund.

It was supposed to be in the other bill, but it
wasn’t and it -- so this just simply corrects that
along with the technical changes made by our screening
comﬁittee and the Governor’s office.” I move the
amendment.

THE CHAIR:

Thank you, sir.

Will you remark further on Senate A? Will you
remark further?

Senator Witkos.

SENATOR WITKOS:

Thank you, Mr. President. I rise in support of
the amendment and urge my colleagues to support it as
well. Thank you.

THE CHAIR:

Thank you, sir.
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Any further conversation on Senate A?

If not, let me try your minds. All those in

favor please signify by saying, avye.
VOICES:

Aye.
THE CHAIR:

Opposed, nay.

The ayes have it, Senate A is adopted,

Will you remark further on Senate Bill 838 as
amended by Senate A?

Senator Colapietro.

SENATOR COLAPIETRO:

Thank you, Mr. President. Mr. President, I got
three pages of pretty much the same thing as we passed
last year. I will be happy to go through them if
anyone wants it, but being as it’s been passed twice
already, I would ask that this be moved to the Consent
Calendar, if there’s no further objection.

THE CHAIR:

Is there any further discussion on Senate Bill
838 as amended by Senate A?

Senator Witkos.

SENATOR WITKOS:

Thank you, Mr. President. Just one quick
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comment. I wanted to thank Senator Colapietro for

bringing this bill out. And as somebody who will most
likely be enforcing many of the provisions contained
within this identity theft bill, I think it goes a
long way in protecting our senior population, because
it appears that they’re most likely the ones to be
duped by those who would try to steal someone’s
identity fraudulently, and easily take advantage of
the -- of the senior population. You know, in my
career I still have -- I get reports of seniors that
get e-mails and they run right down and they’ll send
-- wire money out to folks. And you know, they’re
pretending to be somebody and then they have all their
data and then all of a sudden things start showing up
in their credit card.

And it’s very, very, extremely frustrating,
because they just don’t understand how this could have
happened and then the onus is placed upon them now to
go after the credit reporting agencies. And we’ve
been moving in the right direction in this legislature
by allowing law enforcement to not only enforce the
laws if it happens in your community, but if it
happens in another community but they reside in your

community. So what we’re doing is making it
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friendlier for the victims of crimes to report those
crimes, and friendlier and easier for law enforcement
to- take part and try to capture those criminals and
help these people put their lives back together.

Because I tell you, although it’s not --"we would
consider it a crime against a person, it is just as
assaultive in néture to those individuals who have to
be the victims of this crime. And I thank Senator
Colapietro and all those that have supported along the
measure, and let’s do the right thing and -- and pass
this bill. Thank you, Mr. President.
THE CHAIR:

Thank you, sir.

Will you remark further?

Senator Colapietro.
SENATOR COLAPIETRO:

Thank you, Mr. President. Good bill, ought to
pass.
THE CHAIR:

Okeydokey. There’s a motion on the floor to

place this item on the Consent Calendar.

Without objection, so ordered, sir.

Mr. Clerk.

THE CLERK:
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calendar.
THE CHAIR:

Motion is to remove item from the foot and put on
pass retain.

Seeing no objection, so ordered, sir.

SENATOR LOONEY:

Thanks, Mr. President. Mr. President, if we
might call the items on the Consent Calendar at this
time.

THE CHAIR:

Mr. Clerk, please call for the Consent Calendar.
THE CLERK:

Immediate roll call has been ordered in the
Senate on the Consent Calendar, will all Senators
please return to the chamber. Immediate roll call has
been ordered in the Senate on the Consent Calendar,
will all Senators please return to the chamber.

Mr. President, those items placed on the Consent
Calendar begin on calendar page 2, Caleﬁdar Number
278, Senate é;l; 795,

Calendar page 5 -- correction, calendar page 23,

Calendar Number 115, Substitute for Senate Bill 80.

Calendar page 26, Calendar Number 260, Substitute

for Senate Bill 823.
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Calendar page 29, Calendar 310, Substitute for

Senate Bill 887.

Calendar page 30, Calendar 332, Substitute for

Senate Bill 1086.

Calendar page 33, Calendar 428, Substitute for

Senate Bill 850.

Calendar page 34, Calendar 449, Senate Bill 1110.

Calendar page 35, Calendar 470, Substitute for

Senate Bill 1126.

Calendar page 36, Calendar 497, Substitute for

Senate Bill 1090.

Y

Calendar page 37, Calendar 511, Substitute for

Senate Bill 455; calendar 516, Substitute for Senate

Bill 838; and Calendar page 40, Calendar 558,

Substitute for Senate Bill 1063.

Mr. President, that completes those items placed
on the Consent Calendar, but there may be a
correction.
THE CHAIR:

The machine is open if you’d like to vote.
THE CLERK:

Mr. President, there are two other items to be
placed on the calendar.

THE CHAIR:
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Please stand by.
THE CLERK:

On calendar page 2, Calendar 129, Senate Bill 775

and Calendar 159, Senate Bill 938.

Mr. President, I believe that completes the items
to be placed (inaudible). |
THE CHAIR:

Please call for a roll call vote.

The machine is open.
THE CLERK:

The Senate is now voting by roll call on the

Consent Calendar, will all Senators please return to
the chamber. The Senate is now voting by roll call on
the Consent Calendar, will all Senators please return
to the chamber.

THE CHAIR:

Have all Senators voted?

Seﬂator Prague? Senator Prague?

If all Senators have voted, please check your
vote. The machine will be locked. The Clerk will call
the tally.

THE CLERK:
Motion is on adoption of Consent Calendar

Number 1.
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Total Number Voting 36
Those Voting Yea 36
Those Voting Nay 0

Those Absent/Not Voting O
THE CHAIR:

Consent Calendar 1 passes.

Senator Looney.
SENATOR LOONEY: )

Yes, Mr. President. Thank you, Mr. President.
Another item to mark as go from the list of items
previously marked passed temporarily. It’s on
calendar page 31, Calendar 380, Senate Bill 1050:
THE CHAIR:

Thank you, sir.

Mr. Clerk.

THE CLERK:

Turning to calendar page 31, Calendar Number 380,

Substitute for Senate Bill 1050, AN ACT CONCERNING THE

ESTABLISHMENT dF AN ACADEMIC DETAILING PROGRAM,
favorable report of the Committee on Public Health and
Higher Education. Clerk is in possession of

amendments.

Senator Coleman of the 2nd in the Chair.
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HOUSE OF REPRESENTATIVES - June 3, 2009
Those voting Nay 0
Those absent and not voting 10

SPEAKER DONOVAN:

The Bill as amended is passed.

Any announcements or introductions?
Representative Conway.

Will the Clerk please call Calendar Number 677.
THE CLERK:

-On Page 21, Calendar Number 677, Substitute for

Senate Bill Nuﬁber 838 AN ACT CONCERNING CONSUMER

PRIVACY AND IDENEITY THEFT. Favorable Report of the
Committee on Appropriations.
SPEAKER DONOVAN:
Representative Tabérsak.
REP. TABORSAK (109th):

Thank you, Mr. Speaker. I move for acceptance of
the Joint Commit£ee’s Favorable Report and passage of
the Bill.

SPEAKER DONOVAN:

The question is on acceptance of the Joint
Committee’s Favorable Report and passage of the Bill.
Will you remark?

REP. TABORSAK (109th):
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Mr. Speaker, the Clerk has an Amendment, LCO -
Number 8433. I ask that the Amendment be called and I
be granted leave of the Chamber to summarize.

SPEAKER DONOVAN:
)

DY

Will the Clerk please call LCO Number 8433, which
is designated Senate “A”.
THE CLERK:

LCO Number 8433, Senate “A”, offered by Senator

Williams et al.

SPEAKER DONOVAN:

The Representative seeks leave of the Chamber to
summarize the Amendment. fs there objection? Hearing
none, Representative Taborsak, you may proceed.

REP. TABORSAK (109th):

Thank you, Mr. Speaker. Unfortunately, we have
become all too familiar with the crime of identity
theft and the long-term effect these crimes have on
victims in our state.

Studies_indicate that Connecticut is among the
top 20 states with the highest identity theft related
complaints.

This Chamber has passed a number of good laws on
this issue. However, identity theft is a crime that

is constantly changing with technology.
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As a result of this, Governor Rell put together
an advisory board, which looked at some of the
sho;tfalls in our current laws and provided a number
of recommendations to this Chamber.

The General Law Committee took these
recommendations, thoroughly vetted them, and what we
have before us is a true collaborative bipartisan work
that makes a number of change to our identity theft
and privacy laws that I believe makes them more
effective and more practical to enforce, and also
importantly, provides victims with a'fund for
compensation of their losses.

It’s a good Bill and I urge my colleagues to
support it, and I move adoption.

SPEAKER DONOVAN:

The question before the Chamber is adoption of
Senate Amendment “A”. Will you remark on the
Amendment? Remark on the Amendment?

If not, Representative Bacchiochi.’

REP. BACCHIOCHI (52nd):

Thank you, Mr. Speaker. Mr. Speaker, I also want
to thank the Chair and the Vice-Chair as well as the
Governor’s Office and the Department of Consumer

Protection for all of their hard work.
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This is a comprehensive overhaul to the identity
theft laws here in the State of Connecticut. 1It’s a
large Bill, Mr. Speaker, and for points of
clarification, a few questions, through you, to the
proponent of the Amendment.

SPEAKER DONOVAN:

Please proceed, madam.
REP. BACCHIOCHI (52nd):

Thank you. One of the concerns that I have when
I read this, and I would just like if you could give a
lit£le explanation, is in Section 2 where we split
people over 60 and under 60 and how they’re treated
under the law. If you could just explain why we’re
doing that?

Through you, Mr. Speaker.
SéEAKER DONOVAN:

Representative Taborsak.
REP. TABORSAK (109th):

Certainly, and it’s a good question. I thank the

,

lady for making it. Our laws, in a number of our laws
we make this distinction regarding the age of the
victim, and that is just what we’ve done here.

By example, in our larceny statute, 53a-123, we

make a distinction for victims that are 60 years and
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older, basically reflecting the widely accepted
belief,-I think, in our society that when someone
commits a crime against a senior citizen, it is more
offensive.

And with respect to identity theft, the sad thing
about this crime is that the consequences can be long-
lasting, financial in nature.

I think we all know that our older members of
society have less time and less resources to recoup
their losses, so I hope that explanation helps.

Through you, Mr. Speaker.

SPEAKER DONOVAN:

Representative Bacchiochi.
REP. BACCHIOCHI (52nd):

Thank you, Mr. Speaker. And thank you for that
clarification.

I'd also like to talk just for a minute about the
criminal‘impersonation section, which is Section 4,
and clarify that it does require intent as well as
impersonation.

For example, if a young man were dressed up in a
police officer’s uniform, he wouldn’t necessarily be
charged with impersonation. He would also have to

have intent to do a crime. Through you, Mr. Speaker.
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SPEAKER DONOVAN:

Representative Taborsak.
REP. TABORSAK (109th):

Mr. Speaker, I believe that, I'm not certain I
understand the question. I think her, the lady/s
interpretation of the Bill is accurate, but if you
could restate the question, please.

SPEAKER DONOVAN:

Representative Bacchiochi.
REP. BACCHIOCHI (52nd):

Thank you. 1I’d beé happy to do that, Mr. Speaker.
In Section 4 we discuss criminal impersonations and
the fines that go with it. I just want to clarify
that it wouldn’t just be impersonation if a person
happened'to be dressed as a police officer. There
would also have to be intent to commit a crime.
Through you, Mr. Speaker.

SPEAKER DONOVAN:

Representative Taborsak.
REP. TABORSAK (109th):

Yes, Mr. Speaker. If the Chamber could bear with
me a moment here, I’'d appreciate it.

Yes, the gentle lady is correct. The statute, or

the Bill reads, an act in such assumed character with
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intent to obtain a benefit or to injure or defraud
another, so her interpretation is correct. Through
you, Mr. Speaker.
SPEAKER DONOVAN:

Representative Bacchiochi.
REP. BACCHIOCHI (52nd):

Thank you. Also in Section 6 where we talk about
voiding any license, registration, certific¢ate, issued
by the state, if it were to be determined that it was
falsely obtained, do we not void them now, or is this
complefely new language? Through you, Mr. Speaker.
SPEAKER DONOVAN:

Representative Taborsak.

REP. TABORSAK (109th):

It is my understanding, Mr. Speaker, that this is
completely new language.'
SPEAKER DONQVAN:

Representative Bacchiochi.
REP. BACCHIOCHI (52nd):

Thank you. I think this is a great idea,
probably long overdue that we do void things that are
obtained fraudulently.

Moving forward into Section 7 where we discuss

civil actions and the fines that go with them. As
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you’ll see in Section 7, it says awards greater of
$1,000 or treble damages together with costs, and
reasonable attorneys fees.

If you keep going in that section, it also talked
about the victim would be provided not less than two
years of commercially available identity theft
monitoring and protection.

I just want to know, is that a gquaranteed
mandatory? They would definitely get that, or is that
something optional that the court would decide upon?

Through you, Mr. Speaker.

SPEAKER DONOVAN:

Representative Taborsak.
REP. TABORSAK (109th):

Mr. Speaker, the Bill reads that it is in the
court’s discretion as I read it, because the language
is the court may. So it’s permissive. Through you,
Mr. Speaker.

SPEAKER DONOVAN:

Representative Bacchiochi.
REP. BACCHIOCHI (52nd):

Thank you, Mr. Speaker. Also, I want to point
out to the Chamber another good part of this Bill is

that the Court must now order a correction of a public
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record. That'’s in Section 8. Would you believe my
interpretation on that is that the court must order
that correction?

Through you, Mr. Speaker.

SPEAKER DONOVAN:

Representative Taborsak.
ﬁEP. TABORSAK (109th):

That is correct. Through you, Mr. Speaker.
SPEAKER DONOVAN: ’

Representative Bacchiochi.

REP. BACCHIOCHI (52nd):

Thank you. Also in Section 10, this is a section
of the Bill that I do want to bring to the Chamber’s
attention and hopefully to the public’s attention. I
don’t disagree with it, but I think it’s important
that we all realize this is in existence.

The violation for not shredding documents that
have social security numbers. For example, I place an
ad in the paper. I get 20 applications come to me
Qith social security numbers. Unfortunately, I forget
to shred them. I did set them in my office junk box.

The violation per application is $500, so by not

shredding those 20 applications, my company could be
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facing a fine of $10,000. Not necessarily disagreeing
with this, I'm pointing it out to the Chamber.

Through you, Mr. Speaker, on Section 10 to the
proponent of the amended Bill, do you agree that it is
$500 per application, if not properly shredded?
SPEAKER DONOVAN:

Representative Taborsak.

REP. TABORSAK (109th):

In response to the gentle lady’s hypothetical, it
would seem that each social security number would be
an offense. That is how I would read that part of the
Bill.

Through you, Mr. Speaker.

SPEAKER DONOVAN:

Representative Bacchiochi.
REP. BACCHIOCHI (52nd):

Thank you, Mr. Speaker. I am trying to speak
fast because I know we have so many bills to do today,
but I do think that’s an important point that we all
need to recognize, that per social security number is
$500 and that will add up quickly if it’s not disposed

of properly.
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Through you, Mr. Speaker, in Section 10, item c,
it says the provisions of this section do not apply to
any agency or any political subdivision of the state.

So would I be correct that the state would not be
liable for a fine if they did not properly shred the
social security numbers on their documents?

Through you, Mr. Speaker.

SPEAKER DONOVAN:

Representative Taborsak.
REP. TABORSAK (109th):

Through you, Mr. Speaker, the question raised,
would I think vary, depending on the facts of the
situation. People are of course entitled to bring a
claim against the state through the Claims
Commissioner.

In certain circumstances, sovereign immunity will
not protect an employee|of the state if they are so
reckless in their act or intentional.

So I think that I understand the point of the
gentle lady and it’s a good one. I would say that
this provision is standard in most of our laws through
(inaudible) the state. 1It’s in line with sovereign

immunity.
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We probably don’t have enough time today to talk
about that concept in much detail, more than this.
People do have a right to pursue a claim against the
state through a Claims Commissioner, but it would vary
on a case-by-case basis. Through you, Mr. Speaker.
SPEAKER DONOVAN:

Representative Bacchiochi.

REP. BACCHIOCHI (52nd):

Thank you, Mr. Speaker. In Section 12, which is
a very important new section of the Bill regarding
idéntity thef£, there are lengthy paragraphs regarding
property forfeiture.

Could you just quickly do the three items of how
property forfe;ture would work under this new Bill?

Through you, Mr. Speaker.

SPEAKER DONOVAN:

Representative Taborsak.
REP. TABORSAK (109th):

The property forfeiture provision in the statute
very much mirrors other forfeiture statutes in the
state. It’s modeled after the standard forfeiture
process.

Essentially, if someone were to commit an

identity theft crime and obtain proceéds or property,
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the state would be able to obtain that property,
except for an exception where there is truly an
innocent third party involved that comes into
possession of that property or has some kind of an
interest at stake. (

But I hope that that essentially clarifies the
question. Through you, Mr. Speaker.

SPEAKER DONOVAN: |

Representative Bacchiochi.
REP. BACCHIOCHI (52nd):

Thank you, Mr. Speaker. Also, what about a lien
that would be against the property and attorney fees
that would be incurred during the forfeiture. Would
those take precedence over the state’s ability to
obtain the property?

Through you, Mr. Speaker.

SPEAKER DONOVAN:

Representative Taborsak.
REP. TABORSAK (109th):

If the gentle lady could refer to the exact
section, subsection, I would appreciate it.
SPEAKER DONOVAN:

Representative Bacchiochi.

REP. BACCHIOCHI (52nd):
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Section 12, item f, I believe. I’'m looking'for
confirmation that a mortgage lien and attorney cost
would take precedent over the state’s ability to take
the property. Through you, Mr. Speaker.

SPEAKER DONOVAN:

Representative Taborsak.
REP. TABORSAK (109th):

If the Speaker and the Chamber could bear with me
for a moment here.

Mr. Speaker, in Subsection f, I believe the Bill
clarifies this, that the proceeds from any sale
resulting from a forfeiture would be applied in this
order.

One, to payment of the balance due on any lien
preserved by the court in the forfeiture proceedings,
and that might vary, depending on the court’s order.

Then to payment of any costs incurred for the
storage, maintenance, security and forfeiture of such
property.

And then third, to the payment of court costs.

Then the Bill reads, the balance if any, shall be
deposited in thé Privacy, Protection and Guarantee and
Enforcement Fund established under this Bill.

Through you, Mr. Speaker.
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SPEAKER DONOVAN:

Representative Bacchiochi.
REP. BACCHIOCHI “{52nd):

Yes, that is what I was looking for, and your
confirmation is appreciated. Thank you, Mr. Speaker.

One of the more exciting parts of this Bill is
Section 16, which is a privacy guarantee, Privacy
Protection Guarantee and Enforcement Account within
the Department of Consumer Protection.

Through you, Mr. Speaker, could the Vice-Chair of
General Law explain how this account will be funded?

Through you, Mr. Speaker.

SPEAKER DONOVAN:

Representative Taborsak.
REP. TABORSAK (109th):

The Privacy Protection Guarantee and Enforcement
Account will be a non-lapsing account within the
general fund. There are no plans that I'm aware of,
to allocate any specific funds to this account, other
than the civil penalties that are collected by the
Department of Consumer Protection through enforcing

these identity theft statutes.
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So essentially the penalties obtained from
offenders of our identity theft laws will go into this
account, and will provide recovery for future victims.

Through you, Mr. Speaker.

SPEAKER DONOVAN:

Representative Bacchiochi.
REP. BACCHIOCHI (52nd):

So there will be no tax or fee increases used to
get this fund going? Through you, Mr. Speaker.
SPEAKER DONOVAN:

Representative Taborsak.

REP. TABORSAK (109th):

That is correct. Through you, Mr. Speaker.
SPEAKER DONOVAN:

Representative Bacchiochi.

REP. BACCHIOCHI (52nd):

What would happen if the court decided on a
judgment for an individual and told the state that
that individual should be getting money from this
fund, but there were no fuhds_in the fund? Through
you, Mr. Speaker.

SPEAKER DONOVAN: .

Representative Taborsak.

REP. TABORSAK (109thO:
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I thank the good lady for a good question. What
would happen in that case, and in the Bill, there is
discretion given to the Commissioner to provide an
amount less than the award if necessary to protect the
integrity of the fund.

There would also be, in the event that there was
no money, there would be a waiting list, I'm told, by
the Department of Consumer Protection created so that
people, so that when funds were available, those
victims would be paid.

Through you, Mr. Speaker.

SPEAKER DONOVAN:

Repregentative Bacchiochi.
REP. BACCHIOCHI (52nd):

Thank you, Mr. Speaker. Could the proponent
please point out to me where the Commissioner would
have the ability to reduce the court order payment to
the victim?

Through you, Mr. Speaker.

SPEAKER DONOVAN:
Representative Taborsak.
REP. TABORAK (109th):
The subsection is Section 16 subsection j.

Through you, Mr. Speaker.



009896
56

pat
HOUSE OF REPRESENTATIVES June 3, 2009
. SPEAKER DONOVAN:

Representative Bacchiochi.
REP. BACCHIOCHI (52nd):

Thank you, Mr. Speaker. And I thank the
gentleman for pointing that out. for me.

This is a very good Bill, a needed Bill here in
the State of Connecticut. Identity theft continues to
grow every year, and the victims have been contacting
the state and the Department of Consumer Protection on
a reqular basis looking for some remedy, so I urge the
Members of the Chamber to support this Bill. Thank
you.

. SPEAKER DONOVAN:

Representative Taborsak.
REP. TABORSAK (109th):

I urge adoption, and I thank the gentle lady for
her question.
SPEAKER DONOVAN:

kepresentative Nicastro.
REP. NICASTRO (79th):

Good afternoon, Mr. Speaker. Mr. Speaker, I
stand in strong support of this Bill as amended.

If you recall last year, Mr. Speaker, we passed a

. bill protecting social security numbers, and that bill
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dictated what all businesses must do when they take
somebody’s social security number, and it Jjust dealt
with social security numbers.

This Bill here goes much farther in protecting
all types of identity theft. We worked on this last
year, but we ran out of time, if you recall, Mr.
Speaker. This Bill got here but didn’t make it in
time to be approvéd by the House.

We’ve had a year to work on it. Everybody’s come
together on this. It adds. to the bill that we passed
last year. It goes much greater, and it also defines
where the monies and penalties are taken, where
they’1ll go. They’ll go into a fund now.

Last year, in the bill if I recall correctly, any
penalties, the money would go into the general fund.
This has a specific place to go and I urge my
colleagues to support this Bill. Thank you, Mr.
Speaker.

SPEAKER DONOVAN:

Thank you, Representative. Representative Hovey.
REP. HOVEY (112th):

Thank you, Mr. Speaker. Mr. Speaker, through you
a question to the proponent of the Amendment.

SPEAKER DONOVAN:
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Please proceed, madam.
REP. HOVEY (112thO:

Thank you, sir. Through you, Mr. Speaker, the
Department of Consumer Protection is going to oversee
some of this. Do you know, through you, Mr. Speaker,
whether or not they have any plans for postering or
educating people about the need to protect their
social security number?

Through you, Mr. Speaker.

SPEAKER DONOVAN:

Representative Taborsak.
REP. TABORSAK (109th):

I am not aware of any particular effort that is
being made, although I, that is being made in
connection with this legislation. However, I do know
that there is some sort of an awareness campaign that
the Department has engaged in with businesses in
informing them of their responsibilities in protecting
personal identifying information.

I thank the lady for her question.

SPEAKER DONOVAN:

Representative Hovey.

REP. HOVEY (112th):
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Thank you, sir. Through you, Mr. Speaker, my
interest has more to do with Section 14 that
specifically talks about the social security number
and pérsons who would have access to it, and
specifically, I have a concern about the youth in our
society.

Very often the youth have to provide a copy of a
birth certificate for different activities that
they’re involved in, and on. that birth certificate
their social security number is usually listed.

And I have a constituent whose child actually
carried that in their pocket, and it then became
public information by the kind of lackadaisical
perspective of an adolescent carrying around a birth
certificate with a highly secure number on it.

So through you, Mr. Speaker, I'm wondering if
Section 14 does speak to this issue of those who are
providing an individual with their social security
number on any document; reinforcing to that person,
the need to maintain the confidentiality of that
social security number.

Through you, Mr. Speaker.

SPEAKER DONOVAN:

Representative Taborsak.
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REP. TABORSAK (109th):

I'm not sure if that was a question. Maybe I
misunderstood the lady, but I agree with her comments.
If there’s é specific question, if you could restate
it please.

SPEAKER DONOVAN:

Representative Hovey.
REP. HOVEY (112th):

Thank you; Mr. Speaker. I guess what I was
looking for, in Section 14 was, when it said, prints
an individual social security number on any card
required for that individual. This is a very large
Bill, so I'm wondering if there’s anything that speaks
to the need to keep that number secure if the purpose
that that use may be asking for their birth
certificate is not necessarily in need of the social
security number.

Does that make sense? Through you, Mr. Speaker.
SPEAKER DONOVAN:

Representative Taborsak.
REP. TABORSAK (109th):

The legislation that I am currently aware of that
speaks closest to this issue is Section 14 and Section

42-470 currently existing law and the statutes that
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follow that specific statute, which I do not have in
front of me.

But I believe that in Section 42-470 there are
protections given to people that essentially limit
when social security numbers can be requested by
different entities and people. I do not know that
that section specifically addresses your question.

However, I think that it’s something we could
certainly work on if it does ﬁot next year, and I'd be
glad to work with you on it. Through you, Mr.
Speaker.

SPEAKER DONOVAN:

Representative Hovey.
REP. HOVEY (112th):

Thank you, Mr. Speaker. And Mr. Speaker, I thank
the good gentleman for his offer to work on that.

I do think that we’ve spent a lot of time and
have given a lot of attention to the abuse of an
individual’s personal information, especially on the
adult level.

But what we forgot is:that often our children or
youth are having access to that similar confidential
information, and because of the nature of their use,

they may not be as careful with that information as we
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would like them Eo be, and ihat therefore puts them at
risk and I'm specifically thinking of that age group
from 14 to like 21, where they’re in need of having a
birth certificate with confidential information and
which, their social security number is on the?e, but
they don’t necessarily have good structures in their
lives for maintaining that confidentiality.

So I would like to see the Consumer Protection
Department do a more pro-active education piece to
what they do to promote the fact that our youth do
qeed to hold secure their social security number, and
in fact, maybe ‘town clerks when én individual is
coming into their office in our cities and towns,
might ask whether or not that youth wanted to have
that number left on there, and they might even block
it out if it’s not necessary for the function that
that young person is looking to use that birth
éertificate for.

So I look forward to working with the good
gentleman on possibly moving some more pieces into the
legislation that particularly protect our young
adults.

Thank you, Sir.

SPEAKER DONOVAN:

009902
2.
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Thank you, Representative. Representative
Miller.

REP. MILLER (122nd):

Thank you, Mr. Speaker, and good afternoon.
SPEAKER DONOVAN:

Good afternoon, sir.

REP. MILLER (122nd):

I have no questions. Representative Hovey and
Bacchiochi asked them all. There’s none left. But I
do want to thank Representativé Taborsak for his
efforts in identity theft. This is something that’s
very near and dear to my heart.

I was a very strong supporter of Representative
Nicastro’s bill last Session and I think that the
people that do commit identity theft, if they could
take those talents and put it toward employment,
they’d be &ery, very successful. We wouldn’t have
this problem today.

But just to go on into another little area.
Medical theft, identity theft is a big issue today and
'it’s being, it’s happening all over the country and I
think hopefully maybe next time around, medical
identity theft would be addressed in the future and

maybe added to these bills.
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. And so I thank you, and Mr. Speaker, I thank you.
SPEAKER DONOVAN:
And I thank you, Representative. Do you care to
remark further on Senate Amendment “A”? Care to
remark further on Senate Amendment “A”?
If not, let me try your minds. All those in
favor please signify by saying Aye.
' REPRESENTATIVES:
Aye.
SPEAKER DONOVAN:
All those opposed, Nay. The Ayes have it. The

Amendment is adopted.

. Do you care to remark further on the Bill as
amended? Do you care to remark further on the Bill as
amended?

I'f not, staff and guests come to the Well of the
House. Members take their seats. The machine will be
opened.

THE CLERK:

The House of Representatives is voting by Roll

Call. Members to the Chamber.

The House is voting by Roll Call. Members to the
Chamber, please.

. - SPEAKER DONOVAN:
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Have all the Members voted? Have all the Members
voted? Please check the Roll Call board to make sure
your votes are properly cast.

If all the Members have voted, we’ll wait for
Reprgsentative Morin. If all the Members have voted,
the machine will be locked. The Clerk will take a
tally.

The Clerk please announce the tally.

THE CLERK:

Senate Bill Number 838 as amended by Senate “A”

in

concurrence with the Senate.

Total Number Voting 141
Necessary for Passage 71
Those voting Yea 141
Those voting Nay 0
Those absent and not voting 10

SPEAKER DONOVAN:

The Bill as amended is passed.

Any announcements or introductions? Any
announcements or introductions? Representative
Johnson.

REP. JOHNSON (49th):
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SHAPIRO: Good. morning, everybody. I would
like to call to order the public hearing of
the General Law Committee. As most of you
already know, we've reserved the first hour
for testimony for Legislators, agency heads
and commissioner-level people and
constitutional officers. After that time, we
open it up to the public, and people will have
three minutes to come and state their turn,
and state their case, and then we will have
question and answer from the committee. Right
now, I would like to call first -- I don't see
-- there are a number of members of the
committee who are on their way, including
Representative Mazurek and a few others, so
you will see more of the committee here. And
first on our list is Commissioner Farrell.

JERRY FARRELL, JR.: Good morning. It's nice to be

back in front of General Law for the second
time this session.

REP. SHAPIRO: Good morning, Commissioner.

JERRY FARRELL, JR.: I'm Jerry Farrell. I'm the

Commissioner of Consumer Protection. I'm here

000573
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to testify on two bills this morning, the
first of which is fairly familiar to the
General Law Committee. 1It's Senate Bill 838,
the Identity Theft Bill. Members who were
here last year will remember it as Senate Bill
30. It was very much a bipartisan effort that
put together that bill. It originated out of
the Governor's office. The Governor is very
concerned about identity theft, and it was
further aided and championed by General Law's
own cochairman, Senator Colapietro, who put a
lot of interest and effort into the further
drafting of the bill, so -- and Senator
Nicastro 'had his own -- well, Representative
Nicastro. We're elevating you. He had a
complementary bill that actually passed last
year that references this bill. So every time
I go to some of them with lawyers and they ask
me about the Nicastro bill, they say, "And it
references this_Senate Bill 30, but whatever
happened to _Senate Bill 3Q?" So this year
we'd very much like to get this legislation
through.

You know, identity theft remains a huge
problem. There was a news report this morning
that quantified how much identify theft costs
the United States, whether it's the individual
consumer or the businesses that are affected,
and that press report put the dollar figure at
$56 billion. That's a lot of money that's
going down the tubes as a result of identity
theft. The bill includes several great
provisions. There's a better definition of
what constitutes identity theft. There are
enhanced criminal provisions. There's better
record management by private companies that
retain personal identifying information. So
we are very hopeful that this year, this bill
can pass.

The other bill that I would like to testify on
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SHAPIRO: I have one question for you, then I
think Senator Colapietro has a number. On the
identify theft bill, 838, I noticed that
there's a bifurcation of the crime depending
on the age of the victim. It looks as if it's
intended to protect seniors in some way
differently from those who are not. Can you
explain the genesis of that and the reasons
therefore?

JERRY FARRELL, JR.: Again, all of those things

REP.

come out of the recommendations of the
Identity Theft Task Force of approximately
three years ago, and I didn't serve on the
task force, but in reading through the
recommendations, I believe the feeling of the
task force was that, you know, obviously any
crime against someone 60 or older is that much
harder to recover from. And so I think it's
analogous to other provisions in your
statutes, that you make it a different crime
when it's committed against someone 60 or
older.

SHAPIRO: Thank you very much.

Senator Colapietro.

SENATOR COLAPIETRO: Thank you.

Commissioner, I met with the Governor's people
on that very same bill yesterday. We did a
couple little tweaking, just clean-up changes,
like they used to say the word "person"
instead of "person or business." We just
added those to it. And they took a provision
out from last year that had nothing to do with
identity theft that was so troublesome for
some of the people to understand. But the
other thing that I think I would like you to
explain to the committee is how the fund
works, because that's basically what we left
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Protection, and we thank them for this
proposal, which would allow these premises to
be occupied solely for the purposes of
filming. And we believe that this is the
right step to continue growing this industry
that has produced jobs and revenue for the
State. Thank you very much.

SHAPIRO: Thank you, Director. One quick
question. We're obviously not selling to the
public during these hours or serving to the
public. For filming purposes, water will
equal vodka and brown liquid will equal
whiskey? 1Is that how this works?

KAREN SENICH: Don't movies make magic? They won't

REP.

be using anything that is owned by the
premises except for the structure and seats
and the establishment.

SHAPIRO: Okay. So all movie magic.

KAREN SENICH: Yes.

REP.

SHAPIRO: Thank you. Do we have questions
from the Committee? Thank you very much for
your testimony. Is Senator Hartley in the
room? If not, then we will move on to our
public portion of the testimony.

SENATOR COLAPIETRO: We can start with Eric

ERIC

Rosenburg, followed by Tim Phelan.

ROSENBURG: Thank you, Mr. Chairman and
Committee members. My name is Eric Rosenburg.
I'm with TransUnion. We're one of the three
nationwide and global consumer reporting
agencies. We're headquartered in Chicago. We
employ about 2,500 employees, and we're in the
business of risk management, credit reporting,
fraud prevention and the likes. 1I'm here to
testify about_Governor's Bill 838. We have

000615
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some concerns. Although we, in general,
support measures to strengthen ID theft laws
and provide rights to consumers and businesses
that have been victimized by identity theft,
we do have concerns with Section 19 of Bill

838,

Section 19 would give broad rule making
authority to the consumer protection --
Commissioner of Consumer Protection to adopt
regulations regarding Section 42-470. That
subject matter is how businesses use Social
Security numbers, publically display Social
Security numbers, use it to authenticate
individuals. Our concern broadly is that
Social Security numbers in this law was worked
on many years ago. It's very mature, and
we're concerned that by opening it up to
potential rule making, there might be
unintended consequences that could result.

We have seen similar rule making in New Jersey
and Massachusetts over the last couple of
years, where rule-making authority broadly was
granted to their consumer protection bureaus,
and they went in wholeheartedly and changed
the intent of the law and made it much harder
for us to match consumers' identities using
Social Security numbers and fight fraud.

So our concern would be that you look very
closely before enacting a law that gave those
broad rule-making authority to the Consumer
Protection Commissioner. Thank you, and I'm
available to answer any questions you might
have.

SHAPIRO: Do we have questions from the
Committee? Thank you for your testimony.

ERIC ROSENBURG: Thank you very much.
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overstated. Of the thousands of retailers
located throughout this state that sell gift
cards, only a very small percentage file for
bankruptcy protection. Of those that do not
file, most must -- or those that do file for
protection, most seek and obtain the
bankruptcy court's permission to honor
outstanding gift cards. There are occasions,
as there were this holiday season, when some
national retailers did not.

They chose not to or they attempted not to.
They were wrong. They were called on the
carpet and they changed their policies.
That's what they should have done. But to
change the law to set up a guarantee fund or
to talk again about inactivity fees or
dormancy fees is just, it sends the wrong
message at a terrible time for consumers and
for retailers. Thank you.

SHAPIRO: Thank you for summarizing.
Questions from the Committee? If not, thank
you very much for your testimony.

Actually, next up is -- well, it looks like
Lance Johnson testifying for AARP, and I'm the
one who needs glasses, so thank you.

LANCE Q. JOHNSON: Good morning. I'm Lance Q.

Johnson, and I'm a volunteer advocate for the
630,000 AARP members in Connecticut, and I'm
here today to support Senate Bill 838
concerning consumer privacy and identity
theft. Victims of identity theft spend on the
average $1,180 or 60 hours cleaning up their
credit records. Damaged credit can make it
tougher to get good interest rates on a car
loan, home mortgage or credit card.
Identity-theft related fraud continues to
dominate Federal Trade Commission's list of
top frauds. One recent national study

00062k
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correction of the public record when false
information on an individual is on record by
virtue of an offense by another. AARP
commends the due authority of the Commissioner
of Consumer Protection and the Attorney
General under this bill. We also commend the
position of restitution structure that is
fair, reasonable and self-sustaining.

Senate Bill 838 creates a nonlapsing privacy
protection guarantee account within the

general fund to be used by the Commissioner of
Consumer Protection to reimburse losses to
victims of identity theft who are unable to
collect on the judgment outlined in the bill.
The changes described in Senate Bill 838 will
significantly enhance Connecticut's identity
theft laws and will give seniors and their
families the protection needed to avert a
financial disaster. AARP urges members of
this committee to support Senate Bill 838.
Thank you.

MR. SHAPIRO: Thank you, Mr. Johnson. A question

that we were touching on before on testimony
on this bill related to the differential
between the threshold of the dollar crime. If
it was $5,000 worth of damages for a senior
citizen, there was one penalty, and it had to
be $10,000 in damages to be a crime for
younger members. As a representative of AARP
and older Americans, is that something you're
in sync with? Is AARP on board with the
differential in penalties?

LANCE Q. JOHNSON: I think we are, because it's

this age group, our seniors, that are the most
vulnerable. I had the opportunity to going
around with the State Banking Commission this
past summer and giving talks on this issue --
not on this bill, but on these issues -- and
we're dealing with a generation that I think
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estimated that 15 million Americans were
victimized by identity theft in 2006. As a
result, preventing identity theft and related
frauds has been a top priority for AARP and
other consumer advocates. An AARP study
showed that 81 percent of older consumers are
concerned about becoming a victim of identity
theft.

Breach of personal information and identity
theft are two issues that are extremely
difficult to manage for all consumers.
However, when it happens to the frail and
elderly consumer, it becomes a huge financial
crisis. More than half of all persons 65 and
over rely on their Social Security check for
most of their income. If this consumer
becomes a victim of identity theft, their
entire ability to function financially stops.
The emotional toil on a person who worked hard
to build a lifetime of good credit can be
devastating.

The Governor's proposed legislation, Senate
Bill 838, contains strong provisions that will
protect the identity security of Connecticut
residents. This bill broadly defines personal
identifying information to include most, if
not all, examples of information that can be
stolen. It contains a comprehensive breakdown
of potential offenses with penalties
reasonably related to the severity of the
crime. AARP is also supportive of the
enforcement mechanisms in the bill.

Significantly, this bill provides a private
right of action for aggrieved parties. The
damages are adequate and the restitution is
provided to make the victim whole. The bill
would also extend its statute of limitation
from two to three years. Additionally,
there's a provision that mandates the
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the added penalty is probably most
appropriate, because I think the perpetrators
of this identity fraud are probably targeting
the senior group more so than other
individuals because of their vulnerability.

They are a generation that grew up trusting
people. We have a hard time teaching them
that if you've got a question on a strange
caller, just hang up. But it's not in the
nature of the older generation to be that
abrupt, usually. So they're more vulnerable,
yes, and I think also targeted because of
that. I think it is appropriate.

SHAPIRO: Thank you very much. Questions from
the Committee?

Representative Nicastro.
NICASTRO: Thank you, Mr. Chairman.

Lance, good morning. Following up from what
the Chairman said, I think earlier what I was
driving at is that I agree with you. Seniors
are more susceptible to identity theft.
There's no doubt about it. But what I was
saying was instead of having two different
layers, especially with the economic times as
they are right now, if we left the threshold
at 5,000 for identity theft regardless of the
age, would that be a concern if we did that?
In other words, it wouldn't be hurting the
seniors. It would be saying that younger
people who are also trying to make ends meet
and have lost their jobs, things like that,
would also have a chance to jump in if
identity theft took that. Is that a problem?

LANCE Q. JOHNSON: No, that's not a problem.

REP.

NICASTRO: Thank you.
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section of the bill, which allows the
Connecticut Vintners and Winery Association to
host a one-time three-day event comports with
that agreement. The section of the section of
the bill, however, which allows any charitable
wine foundation, which is an undefined term,
to hold wine festivals throughout the state
does not comport with that intent.

In theory, there could be any number of
charitable wine foundations that could be
formed for the purpose of hosting these wine
festivals for out-of-state folks, and so you
could end up with 52 of them or 104 of them,
quite frankly, because there's a number of
different wineries that could participate in
each of these different events. So we think
that in terms of prudence and in terms of
simplicity and in terms of solving the present
need of our Connecticut farm wineries here,
the simplest solution is simply delete Section
2.

SHAPIRO: Thank you very much. No further
questions from the Committee? Thank you for
your testimony.

PETER BERDON: Thank you so much. I appreciate

REP.

JOHN

your time.

SHAPIRO: And batting cleanup, we have John
Burton. Thank you very much for your patience
in waiting it out here. Sometimes it's worse.

BURTON: Thank you, Mr. Chairman, members of
the Committee. My name is John Burton. I'm
here today on behalf of a company that you may
be familiar with, LexisNexis. If you're not
familiar with LexisNexis, we are an industry
leader in providing information and
decisioning capabilities to the legal,
business, government and law-enforcement

000662
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communities. Because I know I'm last, in the
interest of brevity, I thought about my
testimony. It would just be wine is good.
Identity theft is bad. But I did want to
provide just a little bit of comment on

Connecticut House -- Senate Bill, excuse me,
838. LexisNexis, we welcome any law which

strengthens protections and penalties for
identity theft and identity theft-related
activities. But we did want to share with you
some of our recent experiences and offer
cautionary insight relating to one section of
the bill that has been talked about earlier
today; that is, Section 19 relating to the
adoption of agency regs to implement the law.

Recently, we have run into two situations
which I think just coincidentally happen to be
two of your neighboring states of
Massachusetts and New Jersey where the
legislature passed comprehensive data
protection and ID theft style bills and
included provisions in those laws for agency
drafting of regs to implement the law. 1In
these two instances, unfortunately what
happened was either by design or by result,
the agency kind of substituted itself for the
legislative process and essentially created
new law in the form of regs, including
adopting regs with no basis in the original
law that was passed and involving provisions
that the legislature had specifically rejected
during the legislative process.

The result has been and continues to be just a
compliance train wreck for the business
communities as well as the legislature and the
state agencies which are tasked with enforcing
it. Just to kind of give you some anecdotal
evidence, in Massachusetts, the Attorney
General was forced to issue an official
opinion saying I'm not going to enforce this
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JOHN

law until we can go back to the legislature
and fix the problems that have arisen as a
result of the regulation drafting process. So
what you have is the legislature, after
spending exhaustive resources and time in
drafting a law has now got to go back and
revisit the issue and reinvent the wheel all
over again as a result of the regulation
drafting.

Similarly, in New Jersey, who passed a law, I
believe, now three or four years ago, and
today the rule and regulation process is still
ongoing as a result of everybody having to go
back and forth on the comment period because
the regs and the regulations have extended
beyond what the legislature passed, so
conversation is going to go back to the
legislation and the regulative process. So
three, four years down the road, we're still
in the process of drafting regulations there.

We believe the language in previous
Connecticut law and in Senate Bill 838 is
unambiguous and does not need any additional
regulations going forward. Thank you, and if
there are any questions, I'll be glad to field
them. If not, I believe we're done.

SHAPIRO: Thank you very much for your
testimony. I do have a question. Can you
provide the committee with a "for example"
when you talk about regs that undermined the
legislation and how they caused problems?

BURTON: Yeah. 1I'll give you an example. The
example in Massachusetts, though not focal to
the situation here in Connecticut had to do
with certain encryption of data and
destruction of records. And regs were drafted
as such that unless you were a national or an
international data aggregator like LexisNexis,

000664
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REP.

JOHN

REP.

if you were a small business, a regional
business, they were drafted in such a way that
they couldn't comply with it. They said,
we're either going to have to just stop doing
business today or we've got to get some sort
of clarification or relief under the
legislation.

In New Jersey, the situation has been kind of
across the board. As was brought up earlier
by the representative from TransUnion, there
have been issues concerning appropriate and
regulated business use of Social Security
numbers for fraud prevention identification.
So it's really kind of spanned the gamut of
the issues of this greater issue of identity
theft and data protection. So our belief is
that the legislative process delivers a solid
framework for compliance for businesses in
this capacity, and you just expose yourself to
potential danger in the sense of conflicting
regulations or regulations that extend beyond
the law that was passed when you get into
sometimes into this agency drafting of
regulations.

SHAPIRO: So with respect to the New Jersey
law and the regs that followed, there was an
incongruence between what the legislature said
businesses could use Social Security numbers
for, and then the regs came back and said no,
you can't?

BURTON: Yes, that's exactly what happened.
SHAPIRO: All right. Thank you very much. Do
we have other questions from the Committee?

If not, that's a wrap. Thank you very much.

BURTON: Thank you.

SHAPIRO: This public hearing is now closed.
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SB 838 AN ACT CONCERNING CONSUMER PRIVACY AND IDENTITY THEFT

Identity theft is a serious crime that can have devastating consequences for the victim. These
types of crimes are often associated with other types of criminal activity, such as fraud, drug
and weapons trafficking, money laundering, internet crimes and terrorism.

By Executive Order 11, Governor M. Jodi Rell established the Governor’s Identity Theft
Advisory Board to make recommendations to improve Connecticut’s laws and help address
this growing problem. This board issued a report January 6, 2006 which included among its
recommendations making it a crime to possess access devices, document-making equipment,
and authentication implements for the purpose of obtaining, tampering with or using the
personal identifying information of another person.

Current law does not criminalize the simple possession of items like these, but would require
their use to obtain a benefit to constitute identity theft.

Passage of this bill will provide law enforcement with a necessary tool to assist in the
apprehension and prosecution of criminals engaged in identity theft.

Sincerely,

QD4

hn A. Danaher i
COMMISSIONER
Department of Public Safety

Phone: (860) 685-8000  FAX: (860) 685-8354
1111 Country Club Road Middletown, CT 06457-9294
An Equal Opportunity Employer
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Testimony of AARP Connecticut
On S.B. 838, “An Act Concerning Consumer Privacy and Identity
Theft”
General Law Committee
Feb. 24, 2009

On behalf of more than 630,000 AARP members in Connecticut, I am here today to
support S.B. 838, An Act Conceminé Consumer Privacy and Identity Theft. Victims of
1dentity theft spend, on average, $1,180 and 60 hours cleaning up their credit record.
Damaged credit makes it tougher to get a good interest rate on a car loan, home mortgage

or credit card.

Identity theft-related fraud continues to dominate the Federal Trade Commission's (FTC)
list of top frauds. One recent national study estimated that 15 million Americans were
victimized by identity theft-related fraud in the 12 months ending in mid-2006. As a
result, preventing identity theft and related frauds has been a top prority for AARP and
other consumer advocates. An AARP study showed that 81% of older consumers are

concerned about becoming a victim of identity theft.

Breach of personal information and identify theft are two issues that are extremely
difficult to manage for all consumers. However, when 1t happens to the frail and elderly
consumer 1t becomes a huge financial crisis. More than 1/2 of all persons 65 and older
rely on their social secunty check for most of their income. If this consumer becomes a
victim of identity theft, their entire ability to function financially stops. The emotional

toll on a person who worked hard to build a life time of good credit can be devastating.

The Governor’s proposed legislation S.B. 838, An Act Concerning Consumer Privacy

and Identity Theft contains several strong provisions that will protect the identity and

security of Connecticut residents. This bill broadly defines “personal identifying
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information” to include most, if not all, examples of information that can be stolen. It
contains a comprehensive breakdown of potential offenses, with penalties reasonably

related to the seventy of the crime.

AARRP is also supportive of the enforcement mechanisms in the bill. Significantly, this
bill provides a private right of action for aggrieved parties. The damages are adequate—
even providing for treble damages—and restitution is provided to make the victim
whole. The bill would also extend the statute of limitations from two to three years.
Additionally, there 1s a provision that mandates the correction of the public record when

false information on an individual 1s on the record by virtue of an offense by another.

AARP commends the dual authority of the Commissioner of Consumer Protection and
the Attorney General under this bill. We also commend the imposition of a restitution
structure that is fair, reasonable, and self-sustaining. S.B. 838 creates a non-lapsing
Privacy Protection Guarantee account within the General Fund to be used by the
Commussioner of Consumer Protection to reimburse losses to victims of identity theft,
who were unable to collect on a judgment as outlined in the bill. The Privacy Protection
Guarantee account will be funded by, certain civil penalties, fines and proceeds from the
sale of “ill gotten gains” covered by the legislation. And, if funds in the account run out,

victims would be reimbursed when funds become available.

The changes described in S.B. 838, will significantly enhance Connecticut’s identity theft
laws and will give seniors and their families the protection needed to avert a financial

disaster. AARP urges members of this Committee to support S.B. 838.
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GOVERNOR
STATE OF CONNECTICUT

Testimony of
Governor M. Jodi Rell

Presented to the General Law Committee
Tuesday, February 24, 2009

Regarding Governor’s Bill Ne. 838
An Act Concerning Consumer Privacy and Identity Theft

Over the last few years, it has been a goal of my administration to increase the protection afforded
Connecticut residents over their personal information. To this end, in September 2005, I established the
Governor’s Identity Theft Advisory Board. The Identity Theft Advisory Board hamessed the expertise
from many State agencies and organizations on the issue, including the Departments of Banking and
Consumer Protection, Offices of the Chief State’s Attorney and Victim Advocate, and Connecticut
Business & Industry Association. In January 2006, the Board issued its recommendations which served
as the basis for my proposed legislation in the 2008 session, and once again, as the basis for my proposal
this session.

Regrettably, we can all think of many recent events in Connecticut as evidence of identity theft’s
pervasiveness. Identity theft takes on many forms - from dumpster diving to old-fashioned stealing of
wallets and bank statements. Perhaps most troubling is how the information obtained is used to
facilitate other crimes, such as credit fraud, phone or utilities fraud, and bank fraud. Furthermore,
significant technological advances in recent years have increased the ability of people to commit
sophisticated crimes such as identity theft.

I applaud the efforts of the Legislature last year in laying the foundation for privacy protection and
identity theft prevention with the passage of Public Act 08-167. But more must be done.
1 ask for your help in addressing this increasingly troubling problem.

The consumer protections, regulatory oversight and enhanced penalties proposed in this bill will go a
long way toward deterrence of future identity theft cases in Connecticut. Among other protections, this
identity theft legislation will upgrade the crime of criminal impersonation, require full restitution from
those convicted of identity theft and make it illegal to own equipment used in identity theft.

I urge the committee’s passage of Governor’s Bill 838. With these additional tools to safeguard
consumer information and penalize violators, I am confident that we will reduce the occurrence of
identity theft in Connecticut.

EXECUTIVE CHAMBERS * STATE CAPITOL
210 CAPITOL AVENUE, HARTFORD, CONNECTICUT 06106
TEL (860) 566-4840 « FAX (860) 524-7396 » WWW CT GOV
GOVERNOR RELL@CT GOV
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Testimony of Jerry Farrell, Jr.

Commissioner of Consumer Protection

General Law Committee Public Hearing
Tuesday, February 24, 2009

Governor’s Bill No. 838
“An Act Concerning Consumer Privacy and Identity Theft”

Senator Colapietro, Representative Shapiro, Senator Witkos, Representative Bacchiochi and Honorable
Members of the General Law Committee. I am Jerry Farrell, Jr., Commissioner of Consumer
Protection. Thank you for the opportunity for me to testify in support of Governor’s Bill 838, “An Act
Concerning Consumer Privacy and Identity Theft.”

Let me start by commending Governor Rell on her foresight and dedication to a most troubling issue in
our society--one that can impact every one of us in this room, as well as to our loved ones. The issue is
identity theft, and the number of Americans affected by it continues to rise. According to a study
released earlier this month, the number of identity theft cases in the US jumped 22% to 9.9 million in
2008. This is an enormous increase which must be addressed. And in a time when our nation’s
economic picture is bleak, some fear that those who would commit these crimes are emboldened and
that the number of identity theft cases will escalate.

The impact of identity theft on our nation’s economy is immense. Tens of billions of dollars are lost
every year. These costs are borne by all members of society when credit card companies or phone
companies raise their rates to account for these losses.

Last year, we made significant progress in laying the foundation for identity theft prevention with the
passage of Public Act 08-167. That Public Act: 1) required that all persons or businesses in possession
of personal information safeguard the information and destroy it prior to disposal, 2) required a privacy
protection policy by all persons who collect Social Security numbers in the course of business, and 3)
created civil penalties for violations of these requirements. But more must be done.

The Department’s supervisory authority over these matters must be clarified. This bill provides the
Department of Consumer Protection with explicit authority to hold hearings, issue fines and enact
regulations related to consumer privacy matters. One government entity with primary enforcement over
these matters is necessary for effective deterrence. Moreover, a privacy protection guaranty and
enforcement account, funded by the penalties collected, will also be established by the Department to
provide restitution to victims. It is important to note that Public Act 08-167 references this account, but
failed to establish the account, creating significant confusion in its implementation.
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Consumers will also be further protected. The bill requires employers to obtain and retain employment
applications in a secure manner and to take reasonable steps to destroy such applications. Criminal
penalties will be enhanced, especially for identity theft crimes against seniors, one of the most
vulnerable populations in our society. In addition, the bill requires courts to issue orders correcting
public records for identity theft victims and allows consumers to seek 2 years of commercially available
identity theft protection from violators. Finally, the bill voids licenses issued by the state based upon
false statements of personal identifying information and makes such violators guilty of a class A
misdemeanor.

With the knowledge that the prevalence of identity theft in Connecticut will only increase if not stymied
now, | urge you to support passage of Senate Bill No. 838, for the protection of all Connecticut
residents’ financial well-being. Thank you for your consideration, and the opportunity to appear before
you today. ’
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Statement

Insurance Association of Connecticut
Joint Committee on General Law

February 24-2009

SB 838, An Act Concerning Consumer Privacy
And Identity Theft

The Insurance Association of Connecticut has a concern with SB 838, An Act

Concerning Consumer Privacy And Identity Theft, in that it appears to confer authority
for any violation of sections 42-470 and 42-471 to the Department of Consumer
Protection.

The insurance industry is subject to the provisions of both 42-470 and 42-471. The
insurance industry is licensed and regulated by the Department of Insurance. As such,
if an insurer violates any of the prévisions of those statues, or any law, it is already
subject to the authority of the Insurance Department. It would appear that SB 838 may
cause an insurer to be subject to dual and potentially conflicting regulatory authority.

Furthermore, subdivision (d) of 42-471 specifically confers enforcement authority to
Department of Consumer Protection only in those circumstances when the alleged
violator is an entity that is not licensed by any other state agency. SB 838 appears to be
in direct conflict with provisions of 42-471.

For the above stated reasons, the IAC respectfully requests that SB 838 be amended
to clarify that the authority being vested to the Department of Consumer Protection is

only to those entities that are not regulated by any other state agency.
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STATE OF CONNECTICUT
Department of

Information Technology

State of Connecticut Department of Information Technology
Chief Information Officer Diane S. Wallace
Testimony before the General Law Committee

February 24, 2009

Chairmen Colapietro and Shapiro, and Honorable Members of the General Law
Committee, 1 am Diane S. Wallace, Chief Information Officer of the State of
Connecticut Department of Information Technology.

I thank you for this opportunity to testify before you today in favor of SB 838, An Act
Concerning Consumer Privacy and Identity Theft.

First, I would like to thank Governor Rell for her leadership in establishing the Task
Force on Identity Theft, a task force on which I was proud to serve. SB 838 incorporates
the Task Force’s recommendations.

It builds on the progress made last year with the passage of Public Act 08-167.

It retains the enhanced criminal penalties, employer protections and expanded
enforcement authority provided to the Department of Consumer Protection.

It adds greater penalties for identify theft crimes against senior citizens and criminal
impersonation. It also requires that all proceeds derived from identity theft crimes be
deposited in the privacy protection guaranty and enforcement account.

We continue to support these provisions and believe they are essential steps to heighten
protection for consumers and citizens.

As the State’s lead agency for technology, DOIT is well aware of the increasing threats
and dangers in the world of cyberspace. We take data protection seriously, and
understand the need for additional protections for those — including the elderly -- who
may be most vulnerable to identify theft.

101 East River Drive  East Hartford, CT 06108-3274
www.state.ct.us
An Equal Opportunity Employer
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DOIT's existing data center stores more than 2.4 petabytes of data and is the host site for
more than 100 statewide and agency applications. It also connects to 1000 points
statewide.

Protecting this data and systems is essential. DOIT deployed new firewalls, and intrusion
prevention and detection tools, and has blocked more than four million intrusions/threats
alone between FY 2006 and FY 2008.

DOIT upgraded its anti-virus systems and blocked 603,442 attacks across 30 agencies
and 10,000 devices. We also have deployed new tools to monitor/analyze State
network traffic and continued our multi-year oversight of state HIPAA compliance
program for ten state agencies for security of electronic health records.

As you know, in 2007 Governor M. Jodi Rell announces a new statewide security policy
governing laptop and mobile computing devices as well as storage devices. The policy
requires any data residing on a mobile device to be encrypted, limits the amount of data
and length of time it may reside on the mobile device, and requires protections from
unauthorized access and disclosure.

Govemor Rell ordered and DOIT executed an accelerate laptop encryption effort, which
resulted in more than 6000 laptops being encrypted in 65 agencies. It was an
unprecedented enterprise IT security mobilization involving collaboration between
agencies and IT professionals throughout the executive branch.

These are just a few of our initiatives designed to heighten protections of sensitive data
and we pledge to continue these efforts.

We ask for your favorable consideration of SB 838 and thank you again for your
continued leadership.

Thank you.



000675

STATE OF CONNECTICUT

OFFICE OF VICTIM ADVOCATE
505 HUDSON STREET, HARTFORD, CONNECTICUT 06106

Michelle S. Cruz, Esq. Testimony of Michelle Cruz, State Victim Advocate
State Victim Advocate Submitted to the General Law Committee
Tuesday, February 24, 2009

Good moming Senator Colapietro, Representative Shapiro and distinguished
members of the General Law Committee. For the record, my name is Michelle Cruz and
I am the Victim Advocate for the State of Connecticut. Thank you for the opportunity to
provide testimony in SUPPORT of:

Senate Bill No. 838, An Act Concerning Consumer Privacy and Identity Theft

Identity theft is a very frustrating crime which often leaves unsuspecting victims
with months or even years of work to clear their good name and credit history. In most
cases of identity theft, the victim is not aware of a problem until significant damage has
been done. In addition, identity thieves are using the internet and other technology to
commit these crimes and are often never apprehended.

The Office of the Victim Advocate (OV A) was a member of the Governor’s
Identity Theft Advisory Board created in 2005. As a result of the Advisory Board’s
efforts, along with the highly publicized issue of identity theft, Connecticut has passed .
significant legislation to investigate identity theft crimes, prosecute individuals and assist
victims of identity theft to recover from the devastating affects of the crime.

Further, the OVA has published, “Identity Theft: A Guide for Connecticut
Citizens,” which was adopted by the Governor’s Identity Theft Advisory Board. This
guide is updated annually for any changes in the law and is available on the OVA’s
website (Wwww.ova.state.ct.us).

One of the unintended consequences of advancements in technology is that
identity thieves are able to use.that technology to victimize innocent citizens. Senate Bill
No. 838 will strengthen the laws in Connecticut for the prosecution of identity thieves
and provide victims with remedies to restore the good name and credit.

I strongly urge the committee to support this important proposal. Thank you for
consideration of my testimony.

Respectfully submitted,
}7% { ZZ .Xj (ll

Michelle Cruz, Esq.
State Victim Advocate

Phone (860) 550-6632, (888) 771-3126 Fax (860) 566-3542
An Affirmanve 4cnon/Equal Opportunity Employer
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State of Connecticut
DIVISION OF CRIMINAL JUSTICE

Testimony of the Division of Criminal Justice
Joint Committee on General Law - February 24, 2009

In support of:

. ~35.B. No. 838 An Act Concerning Consumer Privacy and Identity Theft

The Division of Criminal Justice supports this bill, which would correct a shortcoming in our
existing identity theft statute and make additional changes to strengthen the law with
regard to this crime.

Specifically, the Division introduced language in last year's session similar to that found in
Section 1 of the bill to deal with the problem that exists in enforcing the present law.
Currently, section 53a-12%9a of the general statutes requires that a person unlawfully obtain
and use personal identifying information of another in order to commit the crime of
identity theft. Unfortunately, the cument definition does not cover situations where the
perpetrator comes into possession of the personal information in a lawful manner but
subsequently uses such information without the victim's quthorization. It is the unauthorized
use of personal information and not how such information is initially obtained that should
be the target of our statute. After all, modern life requires us all to provide personal
identifying information to others on a regular basis.

This shortcoming was brought to light by a criminal case where the defendant obtained
the victim's personal information in the ordinary course of business as an in-home
caretaker and subsequently used that information without the victim's authorization. The
defendant created credit card accounts in the victim's name and incurred substantial
debt on those accounts without the victim's knowledge. The authorities were not able to
charge identity theft because the information was not obtained without the victim's
authorization.

The Division of Criminal Justice would respectiully recommend the Committee's Joint
Favorable Report for §.B, No. 838, An Act Concerning Consumer Privacy and Identity Theft.
We would be happy to provide any additional information or to answer any questions the
Committee might have.
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